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What is Foundation Management for Compliance? 
Foundation Management for Compliance reaches across the entire IT ar-

chitecture in respect to the events, actions and access points applicable to 

the intent of a given compliance regulation. 

This is a revolutionary concept in compliance management because by ad-

dressing the intent of compliance regulation, the subsequent interpretations 

(n variations and new interpretations) are already inherently covered by the 

compliance management approach. 

In this way Foundation Management provides the most effective means to 

achieving – and maintaining – regulatory compliance. 

By including the events, actions and access points across all of the layers 

of IT architecture in the compliance management approach the intent of the 

compliance can be addressed - regardless of the current or subsequent 

states of interpretation. 

In Foundation Management, it is the preventing of these negative events 

and the collection of forensic evidence that provides a clear audit trail of 

what did – or did not – happen that defines the behavior of systems-

management capabilities for compliance. 

Foundation Manage-

ment for Compliance 

addresses both the In-

tent (what the regula-

tion seeks to avoid) 

and the Interpretation 

(audit expectations) of 

Compliance Regula-

tion. 
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What Problems does it Solve? 
To be “in compliance,” organizations must prevent certain negative con-

sequences from occurring (as defined by the regulation), conduct spe-

cific activities that are part of ensuring such events do not happen, and 

document what did (or did not) actually happen. These three compo-

nents (prevent, conduct, document) must be included in the system-

managed approach if organizations are to successfully meet compli-

ance regulation and pass compliance audits. 

One of the most important aspects of compliance is based on access 

points where components, systems and applications in the IT infrastruc-

ture can be controlled, changed, 

damaged or destroyed by people. 

For each access point there is a 

concept of authority that de-

scribes the level of restriction for 

the access point as well as the 

level of dependency. 

For example, a general use busi-

ness interface to an application is 

a tightly restricted access point 

(the interface only allows func-

tions to be performed that have 

been purposely built into it) which 

limits its authority. This same ac-

cess point is also likely to be a 

very dependent access point be-

cause what it “can do” will be lim-

ited by underlying server code (functions), database configuration and 

permissions, and other technology it depends on to operate. 

At the component level of IT architecture, privileged interfaces have few 

restrictions other than physical access or manual procedure just as they 

have no underlying dependencies – they are already at the very founda-

tion of the IT architecture. Component access points have the highest 

level of authority that exists in the IT architecture. Foundation Manage-

ment extends the compliance practice to these privileged access points 

in the IT infrastructure – the access points with the highest level of au-

thority and greatest opportunity to violate the intent of compliance regu-

lation (i.e. produce an out-of-compliance condition such as disrupting a 

Bulk Energy System; gaining access to healthcare patient records or 

financial records). 
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How is it Different? 
Compliance Foundation Management builds from the bottom-up by estab-

lishing persistent connections to privileged access points at the component 

level of the IT architecture. In this way, Compliance Foundation Manage-

ment is able to extend systems-based security, role-based access, and 

authentication to the access points in the IT architecture that have the 

highest authority level. 

Further, Compliance Foundation Management produces forensic evidence 

of all events and actions that are taken over these access points, enabling 

organizations to document and audit their conformance to compliance 

practices and regulations. 

With Foundation Management, the compliance practice: 

• Is extended to privileged access points, the highest authority level ac-

cess points in the IT infrastructure, bringing them under the systems-

managed compliance practice 

• Reaches across the IT architecture to capture compliance related 

events 

• Monitors with sub-second event detection to alert against compliance 

threats immediately when they occur 

• Creates forensic evidence of both events and actions across the IT 

architecture 

• Secures the organization against the Insider Threat 

The bottom-up ap-

proach of Foundation 

Management enables 

control and evidence 

recording of events and 

actions across the en-

tire IT architecture. 
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How do I Act on This? 
The Compliance Foundation from TDi Technologies®

 directly addresses 

the challenge of meeting both the Intent and the Interpretation of com-

pliance regulations. The Compliance Foundation secures privileged in-

terfaces – placing them under secure, role-based systems management 

and authentication to secure the organization against compliance viola-

tions while providing forensic recording of every action taken over a 

privileged interface down to the keystroke for each action. 

The next step is to talk with us, so that we can get to know your situa-

tion and help you determine the best steps to take in order to leverage 

the capabilities of the Compliance Foundation for your organization. 

 

 

 

 

CONTACT: 

Contact form: www.TDiTechnologies.com/contact 

Toll Free: 800.695.1258 

International: 972.881.1553 

Email: sales@TDiTechnologies.com 

 

 

 

 

You can also read more on Foundation Management and TDi Tech-

nologies®
 on the web at www.TDiTechnologies.com and review addi-

tional information on the Compliance Foundation on the web at 

www.TDiTechnologies.com/compliance-foundation. 
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